[image: cid:image002.png@01D2C032.081C0EC0]
[image: cid:image001.png@01D39133.34EE2BE0]
[bookmark: _GoBack]			




GUIDANCE PACK FOR GP PRACTICES
IMPORTANT INFORMATION

[image: ]

Page | 1

2

Contents
1.	Introduction	3
2.	What’s new and high level actions	3
3.	Detailed example plan (excel workbook)	3
4.	Fair Processing Notices (FPN) – Individual Rights	3
5.	Consent guidance and checklist - Consent	4
6.	Information Asset Register - Accountability and Governance	4
7.	Data Flow mapping template – Accountability and Governance	4
8.	Data Protection Impact Assessment Process (DPIA) – Privacy by Design	5
9.	Further guidance and help	5

1. [bookmark: _Toc509395030]Introduction

The following information aims to support you in preparing for the introduction of the GDPR and the Data Protection Act 2018.  SCW CSU has prepared a number of documents that you can use should you wish to.  Below is a brief explanation of each, their purpose and how you can use them. 

Please remember that as the Data Protection Bill passes through Parliament there may be further changes that affect any template you implement now and so you are recommended to consider updates and changes if communicated to you.

2. [bookmark: _Toc509395031]What’s new and high level actions

We have captured some of the key changes under the GDPR and have identified some actions that you need to take to ensure that your Practice is compliant.  You can personalise this for your own use should you wish to.  Where we have provided a template or some further guidance it is indicated in the text under the ‘Action’ column.  This is a word document.




3. [bookmark: _Toc509395032]Detailed example plan (excel workbook)

An example project plan has been produced for you.  This is based on the plan that the Commissioning Support Unit is using to monitor its own compliance.  It is not an exhaustive list of everything that you need to review in your Practice; you will need to identify this yourself but there are different worksheets to help you do this.  There is a main checklist tab where tasks have been mapped to the Information Commissioners Office 12 steps guidance which you can access through a link in the document.  There is also reference to guidance that the Information Governance Alliance has produced.  You may already be using your own template and if that is the case just ensure it includes any new requirements under the GDPR.  There are a number of worksheets in the workbook that will help you capture some key information.  A brief description of the tasks to consider and also a date tracker is included for you to personalise.  Links to key information sources for further guidance where currently available, are included.  This is an excel document.




4. [bookmark: _Toc509395033]Fair Processing Notices (FPN) – Individual Rights

There are 3 documents available for you to consider.  There is guidance on what an FPN should contain.  There is a checklist for you to use to assess your current FPN and identify if you have amendments to make.  We have not included an example FPN with this guidance as there is no mandatory way of approaching it apart from ensuring you have one available and accessible.  You can present your FPN as you wish.   Should we have any update to this from a national body such as NHS England we will share this with you.  There is an example of a poster called ‘How we use your information’; you may wish to use this to base your own on if you intend to print any for display in your Practice.  These are word documents.




[bookmark: _MON_1583134151][bookmark: _MON_1583134365]	 	

5. [bookmark: _Toc509395034]Consent guidance and checklist - Consent

If you carry out any processing where you rely on the consent of your Patients to do this, you will need to ensure that any consent form or statement meets the expectations of the GDPR which are higher than the current Data Protection Act 1998.  We have included some guidance for you along with a checklist that you can use to assess any consent forms you have and use.  This is a word document.




6. [bookmark: _Toc509395035]Information Asset Register - Accountability and Governance

A comprehensive template has been prepared for you that include the key information to include in an information asset register.  There are a number of worksheets in this workbook.  You may already have a register in your practice that you use which is fine.  You do need to consider whether it captures everything required to demonstrate ‘accountability and governance’ under the GDPR so you may wish to review yours against the one provided.  If you wish to use the template, please personalise it with your own assets using the examples as guidance.   This is an excel document.




7. [bookmark: _Toc509395036]Data Flow mapping template – Accountability and Governance

A comprehensive template has been prepared for you that include the key information to include in a data flow mapping record.  This is a key document and there is one main worksheet in this workbook.  You may already have a record of all of your data flows in your practice that you use which is fine.  You do need to consider whether it captures everything required to demonstrate ‘accountability and governance’ under the GDPR so you may wish to review yours against the one provided.  In order to comply with the GDPR and the new Data Protection Act you MUST know what information you process, who you obtain it from, how you receive and share it, how you use it, and what type of data is it and where you keep it.  You MUST identify the legal basis that you rely upon for processing that data which must comply with the conditions for processing in the GDPR Article 6 and Article 9 for certain types of data.  If you wish to use the template, please personalise it with your own data flows using the examples as guidance.   This is an excel document.




8. [bookmark: _Toc509395037]Data Protection Impact Assessment Process (DPIA) – Privacy by Design

An example DPIA template has been provided for you.  This is based on the Information Commissioners Office guidance currently published.  You may already have your own template and if that is the case, just ensure it includes any new requirements under the GDPR.  This is a word document.




9. [bookmark: _Toc509395038]Further guidance and help

Guidance is being updated all of the time.  A number of key organisations and links to their websites are listed below for you.  The BMA have recently issued guidance specifically for GP’s and the link to that is included below.

The Information Commissioners Office
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/ 
NHS Digital Information Governance Alliance
https://digital.nhs.uk/information-governance-alliance/General-Data-Protection-Regulation-guidance 
UK Parliament website – Data Protection Bill progression
https://services.parliament.uk/bills/2017-19/dataprotection.html 
The British Medical Association
https://www.bma.org.uk/advice/employment/ethics/confidentiality-and-health-records/gps-as-data-controllers 
NHS Employers
http://www.nhsemployers.org/case-studies-and-resources/2017/12/changes-to-data-protection-requirements-under-the-general-data-protection-regulations 
Gov.uk website
https://www.gov.uk/government/publications/data-protection-bill-general-processing 
Centre of Excellence for Information Sharing
http://informationsharing.org.uk/gdpr/ 
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What’s new in GDPR and Actions for your Practice?



		Individual Rights



		Heading

		What’s Changed?

		Notes

		Action



		The right to be informed

		The GDPR sets out the information that you should supply and when individuals should be informed.



Emphasis on transparency

		Further guidance for organisations on the right to be informed is provided in the ICO privacy notices code of practice.



		Check Current Fair Processing Notice (see template checklist)



Publish Fair Processing Notice (see template)



Display poster in reception (see template)





		The right of access

		Was 40 calendar days – now must provide WITHIN ONE MONTH.



Was able to charge up to £50 for medical records – now FREE OF CHARGE.

		You must provide a copy of the information free of charge. However, you can charge a ‘reasonable fee’ when a request is manifestly unfounded or excessive, particularly if it is repetitive.

You may also charge a reasonable fee to comply with requests for further copies of the same information.

The fee must be based on the administrative cost of providing the information.



		Ensure procedure for dealing with access requests is in place.



Inform patients how to make a request through your Fair processing notice.  You may have a web form to submit a request.



Check if you can give online access and promote this to patients.



Decide what is reasonable fee (e.g. cost per sheet of printing/copying or hourly cost of staff)



Have template letter to send to individual if insurance company has requested full record (see guidance).





		The right to rectification

		Individuals are entitled to have personal data rectified if it is inaccurate or incomplete.

If you have disclosed the personal data in question to others, you must contact each recipient and inform them of the rectification - unless this proves impossible or involves disproportionate effort.  If asked to, you must also inform the individuals about these recipients.

		Changing information on the GP system means the spine will be automatically updated.  Any organization taking information from the spine will have the new details.



Where you are not taking action in response to a request for rectification, you must explain why to the individual, informing them of their right to complain to the supervisory authority and to a judicial remedy.



		Healthcare record –you may retain the incorrect data, clearly indicating what is incorrect and what is now correct, so full picture is available.



Where coding is clearly incorrect, e.g. indicating a condition that the patient does not have, you may change it.  However, consider whether any clinical decisions have been made using this information.



Other records – have process for review and process for updating (e.g. check home address and email when contacted by patient).





		The right to erasure

		· Right applies where:

· 

· Data is no longer needed

· Consent is withdrawn

· Subject objects and no overriding legitimate grounds to continue

· Data has been unlawfully processed

· But does not apply:

· Where legally obliged to process, carried out in the public interest or the ‘exercise of official authority vested in the data controller’



		Can retain the data in the health record for continuing provision of healthcare.



Where you are not taking action in response to a request for rectification, you must explain why to the individual, informing them of their right to complain to the supervisory authority and to a judicial remedy.



		Assess each request on its merits.



Write to the individual of your decision.









		The right to restrict processing

		· Individuals have a right to ‘block’ or suppress processing of personal data.

· When processing is restricted, you are permitted to store the personal data, but not further process it.

· 

		· You can retain just enough information about the individual to ensure that the restriction is respected in future.



		You may need to review procedures to ensure you are able to determine where you may be required to restrict the processing of personal data.



Inform individual of right to restrict (object to) processing beyond the practice and related risk.





		The right to data portability

		· The right to data portability allows individuals to obtain and reuse their personal data for their own purposes across different services.

· It allows them to move copy or transfer personal data easily from one IT environment to another in a safe and secure way, without hindrance to usability.



		The right to data portability only applies:

· to personal data an individual has provided to a controller;

· where the processing is based on the individual’s consent or for the performance of a contract; and when processing is carried out by automated means

		This is covered by GP2GP process when a patient changes surgery.











		The right to object

		This right applies regardless of which legal basis for processing is relied on.

You must stop processing the personal data unless:

· you can demonstrate compelling legitimate grounds for the processing, which override the interests, rights and freedoms of the individual; or

· the processing is for the establishment, exercise or defence of legal claims



		You must inform individuals of their right to object “at the point of first communication” and in your privacy notice.

National data opt-out programme applies.  NHS Digital is developing a new system which will allow patients to make an informed choice about whether they wish their personally identifiable data to be used just for their individual care and treatment (Type 1 opt-out) or also used for research and planning purposes (Type 2).  NHS Digital will launch the new national opt-out programme to the public in May 2018.



Clinical research will still require valid consent.

		You must inform individuals of their right to object “at the point of first communication” (e.g. registration) and in your fair processing notice.



Inform individual of the related risk to their health if information is not shared for their care.

Sign up for news about the national opt-out programme at:  https://digital.nhs.uk/national-data-opt-out









		Rights in relation to automated decision making and profiling.

		The GDPR applies to all automated individual decision-making and profiling.

You can only carry out this type of decision-making where the decision is:

· necessary for the entry into or performance of a contract; or

· authorised by Union or Member state law applicable to the controller; or

· based on the individual’s explicit consent

		For healthcare, this includes risk stratification.

		Continue with current Type 1 and Type 2 opt-out measures.



Awaiting further guidance from Department of Health on profiling for risk stratification.



Risk stratification remains lawful processing.  If you are sharing data for risk stratification, ensure it is included in your fair processing notice.



		Consent



		Heading

		What’s Changed?

		Notes

		Action



		

		GDPR builds on the DPA standard of consent.

Under the GDPR, “consent should be given by a clear affirmative act establishing a freely given, specific, informed and unambiguous indication of the data subject’s agreement to the processing of personal data relating to him or her, such as by a written statement, including by electronic means, or an oral statement.”

The GDPR therefore does not recognise implied consent.  Note that the common law of confidentiality still does.





		If consent is a precondition of a service, it is unlikely to be the most appropriate lawful basis.



Much of clinical care has traditionally been conducted on the basis of implied consent. However, consent is not necessarily the best basis for sharing data for direct patient care.



For healthcare, other legal basis is available.



See: Information Sharing Guidance for further detail.



ICO guidance on consent is under review and will be updated.  Guidance is available on the ICO website at:

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/

		Check your legal basis for all processing on your data flow map (see template).  Establish where Consent is the most appropriate legal basis.



Review your forms to ensure consent will be valid under GDPR (see guidance and consent checklist template).



You must keep clear records to demonstrate consent – your GP systems implement preference for sharing.  How do you capture evidence of individual’s decision?

Keep consents under review and refresh them if anything changes. Build regular consent reviews into your business processes.







		Accountability and Governance



		Heading

		What’s Changed?

		Notes

		Action



		

		Maintaining records of ‘processing activities’

		Must be able to evidence aspects of data processing:

What, why, when, how, and who with.

		Complete and maintain both:

· Information Asset Register

· Data Flow Map



		

		Implement appropriate technical and organisational measures that ensure and demonstrate that you comply.





		Maintain information governance policies, staff training records, audits of processing activities, and regular review of policy and processes





		IG Policies which take account of ‘all relevant legislation’ mean you do not need a separate GDPR policy.



New Data Protection Act expected May 2018.



Update policies with reference to applicable legislation once new DPA and applicable legislation confirmed. Further updates will be sent out during April and May.



Implement new national data guardian data security requirements.





		

		Appointment of a Data Protection Officer

		You should designate someone to take responsibility for data protection

compliance and assess where this role will sit within your organisation’s structure and governance arrangements.



The CCG has no plan to provide DPO resource for GP practices.



Your SCW GP IG Manager cannot be the Data Protection Officer, but will continue to provide IG advice and guidance to your practice under the NHS England PCES contract.

There is nothing within GDPR to stop a Practice Manager, or one of their colleagues, being appointed DPO in addition to their existing roles as long as they have some data protection experience and are not the final decision taker in the organisation.



		Consider how your practice will fulfil the Data Protection Officer role.



· External Resource

· Shared Resource with other practices

· Attachment of DPO responsibilities to another role

· Appointment of dedicated DPO for your practice/company/federation







		

		Data breaches must be reported within 72 hours.



Use of NHS SIRI reporting tool continues through the toolkit.

		The information must include:

· the types of data leaked

· the number of registered parties the leak involved

· the consequences of the breach to those parties

· what has been done to ensure that the breach does not happen again

· the methods of informing the data leakage – public announcement, personal letter or emails.



		Ensure your staff know how to recognise a breach and are aware of reporting requirements.



Check your Incident Reporting procedure follows NHS requirements.







		Privacy by Design



		Heading

		What’s Changed?

		Notes

		Action



		

		Implement measures that meet the principles of data protection by design and data protection by default.

Requiring a risk management approach to ensure measures are proportionate to the level of risk.

Mandatory to complete a data protection impact assessment.

		You are not required to complete a DPIA retrospectively, but should complete one for all new processing.



		Anonymise or pseudonymise data whenever possible, and minimise use of personal data.



Complete a Data Protection Privacy Impact Assessment for all new processing (see template and guidance).
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GDPR example Plan for GP use March 2018.xlsx
Checklist

		ICO 12 Steps		NHS Digital Implementation Checklist (IGA)

		https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/getting-ready-for-the-gdpr/ 		https://digital.nhs.uk/information-governance-alliance/General-Data-Protection-Regulation-guidance		Task Heading 		sub task		owner		comment and guidance		3/5/18		3/6/18		3/7/18		3/8/18		3/9/18		3/12/18		3/13/18		3/14/18		3/15/18		3/16/18		3/19/18		3/20/18		3/21/18		3/22/18		3/23/18		3/26/18		3/27/18		3/28/18		3/29/18		4/3/18		4/4/18		4/5/18		4/6/18		4/9/18		4/10/18		4/11/18		4/12/18		4/13/18		4/16/18		4/17/18		4/18/18		4/19/18		4/20/18		4/23/18		4/24/18		4/25/18		4/26/18		4/27/18		4/30/18		5/1/18		5/2/18		5/3/18		5/4/18		5/8/18		5/9/18		5/10/18		5/11/18		5/14/18		5/15/18		5/16/18		5/17/18		5/18/18		5/21/18		5/22/18		5/23/18		5/24/18		5/25/18		5/29/18		5/30/18		5/31/18		6/1/18		6/4/18		6/5/18		6/6/18		6/7/18		6/8/18

		Awareness		Accountability
Data protection by design and default and DPIAs		what communications have I made available for staff and Patients?		identify what and how		who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/ 

						what communications have I made available for Senior Management?		identify what and how		who will do this?		https://digital.nhs.uk/information-governance-alliance/General-Data-Protection-Regulation-guidance 

						what communications have I made available for providers and contractors?		identify what and how		who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/contracts/ 

						is there anyone else who needs to know what we are doing?  		identify what and how		who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/

						Do the staff need Training?		identify what and how		who will do this?

		Information your organisation holds		Accountability
Keep records of Data Processing Activities		Review Data Flow maps - if you have existing ones you have used for your toolkit then match them against the templates we have provided				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/documentation/ 

						Review Asset Registers - if you have existing ones you have used for your toolkit then match them against the templates we have provided.  List key assets on the orange asset review tab for detailed actions relating to your assets.				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/documentation/

						Review/Add Legal Basis - use the template to help you				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/ 

						Review retention periods for all records held - use the template to help you				who will do this?		https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-Health-and-Social-Care-2016 

		Communicating Privacy		Identify the Lawful basis for processing
Comply with more stringent transparency requirements
Support individuals’ rights		Review Fair Processing Notices - use the checklist (light blue tab or word document) and the guidance given to you along with the example		don't forget to publish this on your website		who will do this?		https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/ 

		Individuals rights		Accountability
Keep records of Data Processing Activities
Comply with more stringent transparency requirements
Support individuals’ rights		Review procedures and policies to reflect rights - use the information provided in the 'what's new and action plan' document				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/ 

						Consider implementing a consolidated 'rights policy or policy statement' - this could simply be a process so that staff know what to do and Patients know how you observe their rights - use the information provided in the 'what's new and action plan' document		make sure staff know about this		who will do this?

						Prepare 'Rights Policy Statement and guidance'		do you feel this is necessary?		who will do this?

						Publish Rights Policy Statement and Guidance		publish if you do one		who will do this?

		Subject Access Requests		Accountability
Identify the lawful basis for processing
Comply with more stringent transparency requirements
Support individuals’ rights
Manage subject access requests		Review Subject Access Request Policy and Procedures - 		make sure you have a policy, you could include all rights in it		who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/ 

						Update Subject Access Request Policy and Procedures - use the information provided in the 'what's new and action plan' document				who will do this?

						Ratify Subject Access Policy and Procedures				who will do this?

						Publish Subject Access Policy and Procedures				who will do this?

						Review retention periods for all records held - check the records that you have a) so you still need them, b) should they have gone somewhere else, c) should you destroy them now?				who will do this?		https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-Health-and-Social-Care-2016 

		Lawful basis for processing personal data		Accountability
Keep records of Data Processing Activities
Data protection by design and default and DPIAs
Identify the lawful basis for processing		Ensure legal basis for processing is identified in Data Flow maps and asset registers - guidance is available to help you do this and the templates include most of this information for you to consider				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/ 

						Ensure legal basis for processing is identified in Fair Processing Notices				who will do this?		https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/ 

		Consent		Accountability
Keep records of Data Processing Activities
Identify the lawful basis for processing
Demonstrate compliance with consent requirements
Comply with more stringent transparency requirements
Support individuals’ rights		Identify processing reliant on consent - is there anything you do where you only use consent?  				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/  

						Determine alternative legal basis if appropriate - the data flow map template will help you				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/ 

						Review consent statements against requirements - use the consent checklist template				who will do this?

						Update consent statements and fair processing information				who will do this?

		Children		Accountability
Manage children’s rights		Identify processing undertaken with regard to Children				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/applications/children/ 

						Review current Fair Processing Notifications to account for Consent for processing likely to be set at 13		do you need to change any policies?		who will do this?

		Data Breaches		Accountability
Detect, report and investigate personal data breaches		Review existing procedures				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/ 

						Update existing procedures				who will do this?

						Adopt and ratify updated procedures				who will do this?

						publish updated documents				who will do this?

		DPIA		Accountability
Data protection by design and default and DPIAs		Review existing templates - use the template provided for you		do you need to introduce this to staff?		who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/ 

						update or introduce DPIA templates				who will do this?

						update review process		do you have a review process?		who will do this?

						Adopt and ratify updated documents				who will do this?

						publish updated documents				who will do this?

		DPO		Accountability
Data protection by design and default and DPIAs
Appoint a Data Protection Officer		Identify DPO				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/ 

						Ensure role identified in all policies and procedures				who will do this?

						Ensure DPO details added to Fair Processing Notification				who will do this?

						Inform ICO of DPO				who will do this?

						Agree DPO contact route and if required set up DPO e-mail and inbox				who will do this?

						Ensure DPO details added to contacts on website				who will do this?

						Agree DPO contact monitoring process				who will do this?

						Agree appropriate reporting structure and forum to receive DPO reports				who will do this?

		International				Review Data Flow maps 				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers/ 

						Review Asset Registers 				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers/ 

		Additional actions to be taken		Links to NHS Digital checklist

		ICO				Review ICO fees schedule - find out how this will affect you				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/guide-to-the-data-protection-fee/ 

		Contracts		Accountability
Data protection by design and default and DPIAs		Identify all contracts held - do you know who your key contractors are?  Use the contracts log (purple tab on this spreadsheet) to capture  all of this information				who will do this?		https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/contracts/  

						Identify Data Processors - who are your Data Processors?  Do you have agreements with them?				who will do this?

						review contracts - do they contain IG clauses?				who will do this?

						review Data Processing Agreements - do they need to be updated with new clauses to cover the new Data Protection legislation?				who will do this?

		HR policies		Accountability		Review for mention of DPA 1998 and change to Data Protection Legislation				who will do this?

						Amend HR Policies if you consider that changes are required - there is published guidance from NHS Employers that may help you				who will do this?		http://www.nhsemployers.org/case-studies-and-resources/2017/12/changes-to-data-protection-requirements-under-the-general-data-protection-regulations

						ratify HR Policies				who will do this?

						publish updated documents				who will do this?

						Review JD's for mention of DPA 1998 and change to Data Protection Legislation				who will do this?

						Amend JDs if you consider that changes are required - there is published guidance from NHS Employers that may help you				who will do this?

						Ratify JD's				who will do this?

						Review other HR documents e.g. employment contracts, codes of conduct for mention of DPA 1998 and change to Data Protection Legislation.  				who will do this?

						Amend if you consider that changes are required - there is published guidance from NHS Employers that may help you				who will do this?

						Ratify any changes				who will do this?

		Programme planning		Accountability		prepare project/action/compliance plan - use this one as a place to start				who will do this?

						undertake gap analysis - how ready do you think you are?				who will do this?

						review risk register - is your readiness at risk?				who will do this?

		IG policies and framework		Accountability		review your policies - you can use the burgundy tab (policy review) to list them all and track the changes you have made to them				who will do this?

						update your policies where necessary				who will do this?

						ratify your policies				who will do this?

						publish updated documents				who will do this?

		Automated Decision Making and Profiling (e.g. risk stratification)		Comply with more stringent transparency requirements		Review Fair Processing Notices - use the checklist and the guidance given to you along with the example				who will do this?

		Governance Services (Corporate Business) Policies		Accountability		Review any other Policies you may have for mention of DPA 1998 and change to Data Protection Legislation				who will do this?

						Amend Policies if you consider that changes are required				who will do this?

						ratify changes				who will do this?

						publish updated documents				who will do this?

		you can continue adding your own actions here
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https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-Health-and-Social-Care-2016https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-officers/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/documentation/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/documentation/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/contracts/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/guide-to-the-data-protection-fee/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/contracts/https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/https://digital.nhs.uk/information-governance-alliance/General-Data-Protection-Regulation-guidancehttps://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/international-transfers/https://ico.org.uk/for-organisations/resources-and-support/data-protection-self-assessment/getting-ready-for-the-gdpr/https://digital.nhs.uk/information-governance-alliance/General-Data-Protection-Regulation-guidancehttps://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/http://www.nhsemployers.org/case-studies-and-resources/2017/12/changes-to-data-protection-requirements-under-the-general-data-protection-regulationshttps://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/https://digital.nhs.uk/article/1202/Records-Management-Code-of-Practice-for-Health-and-Social-Care-2016https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/applications/children/

Policy Review

		IG Policies		Status - GDPR		Status - Bill		Comments		Consultation		Approval		Published

		Information Governance Policy		are there changes under the GDPR?  Have you included these?		are there changes under the Bill?  Have you included these?		your comments		who should you consult with?		who approved and when? 		date made available and where?

		insert your other IG policies here











		Guidance and Procedures

		list your internal guidance and procedures here













		IT Policies

		list your IT policies here













		Other Organistional Policies and Procedures

		list your other policies and procedures here













		IG Documentation and templates

		Fair Processing Notices

		Patient leaflets

		Information Sharing Protocols 

		Information Asset Registers

		Data Flow Maps

		Terms of Reference for key meetings

		list the names of the key meetings in your organisation relating to IG - do you need to review the terms of reference for them to include for example the Data Protection Officer role?

















Agreement review

		Agreement Name		Status - GDPR		Status - Bill		Comments		Consultation		Approval		Published

		list any agreements that you may be party to.  Have you been asked to sign new ones or do you need to make your own changes to any you are party too?		are there changes under the GDPR?  Have you included these?		are there changes under the Bill?  Have you included these?		your comments		who should you consult with?		who approved and when? 		date made available and where?















Contracts Log

		Name of Contract		Type of contract		end date of contract		Contract Parties		Data Controller/s		Data Processor/s		Reviewed		Amended		Consultation		Agreement		Signed

		list contract name		what type is it?  		end date		who are the contract  parties?		Are the Data Controllers clearly identified?		Are there any Data Processors and are they clearly identified?		date reviewed		date amended where necessary		who needs to be told?		when were the changes agreed?		when was it signed?



















































Asset review

		Name of Asset		Asset owner		What has been reviewed		Status - GDPR		Status - Bill		Comments		Action 1		Action 2		Action 3

		list the names of any assets from your asset register		who is responsible for the asset?		do you need to review anything?  Consent form, who has access, fair processing notification		are there changes under the GDPR?  Have you included these?		are there changes under the Bill?  Have you included these?		use for your comments		list any actions		list any actions		list any actions





















Privacy Notice checklist

		1) In the case of personal data collected from the data subject:		Included Y/N/NA		Comments

		Identity and contact details of the data controller or their representative.

		Contact details of the Data Protection Officer

		Why you want the information and what you will do with it.

		The legal basis for each use of personal information

		If relying on ‘legitimate interests’ for processing, what these legitimate interests are 
Note - Legitimate interests is no longer available to public authorities as a basis for processing in the performance of their tasks, although it may be possible as a basis for processing carried out not in the performance of their official tasks – for example, the management of a car park permit database.

		Whether you will share the information and who with.

		If information is to be shared with overseas recipients, the adequacy of their data protection regime and the safeguards in place to protect the information.

		How long you will retain the information, or how you will decide the retention period.

		The rights of access, rectification or erasure of personal data or restriction of processing and to object to processing as well as the right to data portability

		The right to withdraw consent where this was the legal basis for the processing

		The right to complain to the ICO.

		Whether individuals are obliged by statute or contract to provide the information.

		Whether there are consequences for failure to provide the information.

		Rights in relation to automated decision-making - the logic behind it, its significance and any consequences for the individual.  You may be able to meet this requirement by offering summary information and a web link to more detail.

		2) In the case of personal data collected from someone other than the data subject:		Included Y/N/NA		Comments

		Identity and contact details of the data controller or their representative.

		Contact details of the Data Protection Officer

		Why you want the information and what you will do with it.

		The legal basis for each use of personal information

		If relying on ‘legitimate interests’ for processing, what these legitimate interests are 
Note - Legitimate interests is no longer available to public authorities as a basis for processing in the performance of their tasks, although it may be possible as a basis for processing carried out not in the performance of their official tasks – for example, the management of a car park permit database.

		Whether you will share the information and who with.

		If information is to be shared with overseas recipients, the adequacy of their data protection regime and the safeguards in place to protect the information.

		How long you will retain the information, or how you will decide the retention period.

		The rights of access, rectification or erasure of personal data or restriction of processing and to object to processing as well as the right to data portability

		The right to withdraw consent where this was the legal basis for the processing

		The right to complain to the ICO.

		Whether individuals are obliged by statute or contract to provide the information.

		Whether there are consequences for failure to provide the information.

		Rights in relation to automated decision-making - the logic behind it, its significance and any consequences for the individual.  You may be able to meet this requirement by offering summary information and a web link to more detail.

		The categories of personal information.

		The source of the personal information.

		Note:  There are extra considerations for Fair Processing Notification where it was not possible to do this when the information was obtained from another source.  There are recommended time limits and guidance is available from the IGA.





consent checklist

		Asking for consent		Y/N/NA		Comment

		We have checked that consent is the most appropriate lawful basis for processing.

		We have made the request for consent prominent and separate from our terms and conditions.

		We ask people to positively opt in.

		We don’t use pre-ticked boxes or any other type of default consent.

		We use clear, plain language that is easy to understand.

		We specify why we want the data and what we’re going to do with it.

		We give individual (‘granular’) options to consent separately to different purposes and types of processing.

		We name our organisation and any third party controllers who will be relying on the consent.

		We tell individuals they can withdraw their consent.

		We ensure that individuals can refuse to consent without detriment.

		We avoid making consent a precondition of a service.

		If we offer online services directly to children, we only seek consent if we have age-verification measures (and parental-consent measures for younger children) in place.

		Recording consent

		We keep a record of when and how we got consent from the individual.

		We keep a record of exactly what they were told at the time.

		Managing consent

		We regularly review consents to check that the relationship, the processing and the purposes have not changed.

		We have processes in place to refresh consent at appropriate intervals, including any parental consents.

		We consider using privacy dashboards or other preference-management tools as a matter of good practice.

		We make it easy for individuals to withdraw their consent at any time, and publicise how to do so.

		We act on withdrawals of consent as soon as we can.

		We don’t penalise individuals who wish to withdraw consent.
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Fair processing notice guidance 



Under the Data Protection Legislation your practice is required to process personal data fairly and lawfully.  The methods by which these processes are governed and explained to patients are known as ‘fair processing’.



[bookmark: _GoBack]The General Data Protection Regulation (GDPR) ‘right to be informed’ encompasses the obligation to provide fair processing information, typically through a privacy notice.  It emphasises the need for transparency over how you use personal data and for privacy notices to be easily accessible.



Fair processing includes:

· telling patients about what type of information you will collect, how you intend to use it and who you may share it with

· providing assurance to patients that their data will be safe, confidential and used appropriately if they share it with you

· enabling patients to opt out of sharing their data and making them aware of their rights



The ICO has issued guidance along with NHS England’s fair processing checklist and guidance for GPs which should be adapted/localised as follows:

· use a title which is meaningful to patients such as “How we use your information”; “Protecting your confidentiality” or “Privacy Notice” 

· update the contact details before making the privacy notice available 

· add details of any data processing that may be unique to your practice/locality  

· consider user testing your privacy notice with your Patient Participation Group members prior to publication

· give thought to providing the information as a layered notice (i.e. with links to individual sections of the notice) 

· make the privacy notice easily assessable on your website and in your reception area



Further guidance



Information Commission Office (ICO) https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/ 



Privacy notices under the EU General Data Protection Regulation https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/privacy-notices-under-the-eu-general-data-protection-regulation/ 



NHS England https://www.england.nhs.uk/ig/ig-fair-process/fair-process-gps/   



If you have any questions or need help with fair processing please contact your usual Information Governance contact or e-mail Scwcsu.igenquiries@nhs.net
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		1) In the case of personal data collected from the data subject:

		Included Y/N/NA

		Comments



		Identity and contact details of the data controller or their representative.

		

		



		Contact details of the Data Protection Officer

		

		



		Why you want the information and what you will do with it.

		

		



		The legal basis for each use of personal information

		

		



		If relying on ‘legitimate interests’ for processing, what these legitimate interests are 
Note - Legitimate interests is no longer available to public authorities as a basis for processing in the performance of their tasks, although it may be possible as a basis for processing carried out not in the performance of their official tasks – for example, the management of a car park permit database.

		

		



		Whether you will share the information and who with.

		

		



		If information is to be shared with overseas recipients, the adequacy of their data protection regime and the safeguards in place to protect the information.

		

		



		How long you will retain the information, or how you will decide the retention period.

		

		



		The rights of access, rectification or erasure of personal data or restriction of processing and to object to processing as well as the right to data portability

		

		



		The right to withdraw consent where this was the legal basis for the processing

		

		



		The right to complain to the ICO.

		

		



		Whether individuals are obliged by statute or contract to provide the information.

		

		



		Whether there are consequences for failure to provide the information.

		

		



		Rights in relation to automated decision-making - the logic behind it, its significance and any consequences for the individual.  You may be able to meet this requirement by offering summary information and a web link to more detail.

		

		





Fair Processing Notice GDPR/DPA Checklist






		2) In the case of personal data collected from someone other than the data subject:

		Included

Y/N/NA

		Comments



		Identity and contact details of the data controller or their representative.

		 

		 



		Contact details of the Data Protection Officer

		 

		 



		Why you want the information and what you will do with it.

		 

		 



		The legal basis for each use of personal information

		 

		 



		If relying on ‘legitimate interests’ for processing, what these legitimate interests are 
Note - Legitimate interests is no longer available to public authorities as a basis for processing in the performance of their tasks, although it may be possible as a basis for processing carried out not in the performance of their official tasks – for example, the management of a car park permit database.

		 

		 



		Whether you will share the information and who with.

		 

		 



		If information is to be shared with overseas recipients, the adequacy of their data protection regime and the safeguards in place to protect the information.

		 

		 



		How long you will retain the information, or how you will decide the retention period.

		 

		 



		The rights of access, rectification or erasure of personal data or restriction of processing and to object to processing as well as the right to data portability

		 

		 



		The right to withdraw consent where this was the legal basis for the processing

		 

		 



		The right to complain to the ICO.

		 

		 



		Whether individuals are obliged by statute or contract to provide the information.

		 

		 



		Whether there are consequences for failure to provide the information.

		 

		 



		Rights in relation to automated decision-making - the logic behind it, its significance and any consequences for the individual.  You may be able to meet this requirement by offering summary information and a web link to more detail.

		 

		 



		The categories of personal information.

		 

		 



		The source of the personal information.

		 

		 



		

		

		



		Note:  There are extra considerations for Fair Processing Notification where it was not possible to do this when the information was obtained from another source.  There are recommended time limits and guidance is available from the IGA.
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Example ‘How we use your information’ poster

· We collect and hold data about you for the purpose of providing safe and effective healthcare

· Your information may be shared with our partner organisations to audit services and help provide you with better care 

· Information sharing is subject to strict agreements on how it is used 

· We will only share your information outside of our partner organisations with your consent*

· If you are happy with how we use your information you do not need to do anything

· If you do not want your information to be used for any purpose beyond providing your care please let us know so we can code your record appropriately

·  You can object to sharing information with other health care providers but if this limits your treatment options we will tell you 

· Our guiding principle is that we are holding your information in the strictest confidence

· For more information about who are our partner organisations and how your data is used please see the privacy notice on our website or ask at reception



*Unless the health & safety of others is at risk, the law requires it or it is required to carry out a statutory function

Example ‘How we use your information’ poster March 2018
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Consent under GDPR and the Data Protection Act (2018)



The definition of consent under GDPR has been strengthened with data controllers now having to be able to evidence that consent is ‘valid’.  The new definition is as follows:



“Any freely given, specific, informed and unambiguous indication of the data subject’s wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her”



For consent to be considered ‘valid’ it must be:



· Freely given; this means giving people genuine ongoing choice and control over how you use their data

· Specifically cover the controller’s name, the purposes of the processing and the types of processing activity

· Must be prominent, unbundled from other terms and conditions, concise and easy to understand, and user-friendly

· Should be obvious and require a positive action to opt in

· Explicit consent must be expressly confirmed in words, rather than by any other positive action

· There is no set time limit for consent.  How long it lasts will depend on the context and should be reviewed and refreshed as appropriate



The conditions for processing personal data can be found under Article 6(1) and for processing ‘special categories of personal data’ (currently sensitive personal data) under Article 9(2).  



Where processing is based on consent this extends individuals’ rights as in addition to the right to be informed (Fair Processing), Right of Access (SAR), Right of rectification, consent based rights include the Right to Erasure and the Right to Data Portability.  There is a requirement to review all processing currently based on consent to consider whether an alternative lawful basis under GDPR and the Data Protection Act can be identified.  While some of the conditions are similar to the current DPA98 Schedule 2 and 3 conditions, the condition of ‘legitimate interest’ has now been removed and the UK Government can add to or amend the current Article 6(1) and Article 9(2) conditions. 



It should however be noted that under the common law, implied consent can still be relied upon with regards to the common law duty of confidentiality.  This is particularly important where consent practices meet confidentiality requirements but consent is not the lawful basis relied upon under the GDPR.



The IGA has now issued guidance in relation to GDPR and consent which can be found here https://digital.nhs.uk/information-governance-alliance/General-Data-Protection-Regulation-guidance (note below is a picture not an embedded document)



[image: ]



A checklist has been drafted for your use should you review consent forms in advance of this.





		Asking for consent	

		Y/N/NA

		Comment



		We have checked that consent is the most appropriate lawful basis for processing.

		 

		 



		We have made the request for consent prominent and separate from our terms and conditions.

		 

		 



		We ask people to positively opt in.

		 

		 



		We don’t use pre-ticked boxes or any other type of default consent.

		 

		 



		We use clear, plain language that is easy to understand.

		 

		 



		We specify why we want the data and what we’re going to do with it.

		 

		 



		We give individual (‘granular’) options to consent separately to different purposes and types of processing.

		 

		 



		We name our organisation and any third party controllers who will be relying on the consent.

		 

		 



		We tell individuals they can withdraw their consent.

		 

		 



		We ensure that individuals can refuse to consent without detriment (remember rights to erasure and portability).

		 

		 



		We avoid making consent a precondition of a service.

		 

		 



		If we offer online services directly to children, we only seek consent if we have age-verification measures (and parental-consent measures for younger children) in place.

		 

		 



		Recording consent

		 

		 



		We keep a record of when and how we got consent from the individual.

		 

		 



		We keep a record of exactly what they were told at the time.

		 

		 



		Managing consent

		 

		 



		We regularly review consents to check that the relationship, the processing and the purposes have not changed.

		 

		 



		We have processes in place to refresh consent at appropriate intervals, including any parental consent.

		 

		 



		We consider using privacy dashboards or other preference-management tools as a matter of good practice.

		 

		 



		We make it easy for individuals to withdraw their consent at any time, and publicise how to do so.

		 

		 



		We act on withdrawals of consent as soon as we can.

		 

		 



		We don’t penalise individuals who wish to withdraw consent.
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Information_Asset_Register for GP's Template.xlsx
Requirement



		Practice Name		[Insert name of practice]

		Date of Completion		[Insert date]

		Date of Review 		[Insert date]





		Requirement background

		1. Unless organisations know the type of information assets they possess it will be more difficult to ensure that each item is adequately protected through appropriate confidentiality and security measures. 

		2. Recording this information will also assist if an organisation needs to make a claim on their insurance for loss or damage to any of their assets. 

		3. All assets that hold, process, transmitor provide access to NHS patient or staff information should be identified as an information asset.

		4. Information assets should be reviewed annually and updated bearing in mind hardware/software upgrades during the assets life-cycle, and changes to the partners who may have access to such assets. 

		5. Assets should be written down and kept in the form of a simple register

		6. The types of information assets that should be included fall into the four major categories below; 

		1. Hardware assets: Equipment such as PCs, laptops, tablets, memory sticks, smartphones. 

		2. Software & system assets: Applications, system, development tools and utilities. 

		3. Electronic document assets: Patient databases, system documents and procedures, archived information etc. 

		4. Hard copy assets: Paper copies of documents (e.g.  staff records, patient records,  complaint letters, Subject Access Requests, signed contracts), X-rays, CT scans, MRI reports etc.

		The tabs below contain examples of the types of information that should be recorded in an asset register.  These should be reviewed and content added/removed as appropriate for your practice.





&"-,Bold Italic"&16Information Asset Register	


&9SCWCSU Template v0.1 Nov 2017	




Hardware

		Hardware Assets																						Risk Assessment

		Asset Type
		Make/Model and Serial Number
		Asset User Name
		Asset Location
		Does it contain personal or sensitive information? 
(Yes/No)
		Responsible owner		Security measures		Support organisation		Linked to UPS?
(Yes/No)		Is this asset Business Critical? 
(Yes/No)		Are you aware of any potential risks associated with the asset's security, accessibility or availability?
		Considering all your answers, particularly the previous 2 columns, what would be the IMPACT of the risk occuring 

 		What is the LIKELIHOOD of this risk occuring?
		Risk Score		For Risks that are scored anthing other than green, state and justify how you wish to either Accept or Mitigate the risk		Business Continuity Plan in place?
(Yes/No)

		(i.e. PCs, mobile computing device such as laptops, tablets, mobile phones, safe-sticks and other removable media)		(i.e. a number assigned to laptops, PCs mobiles and VPNs)		(i.e. the name of user, e.g. Joe Bloggs) 		(i.e. room, for portable media, state 'with user')		(e.g. identifiable patient  or staff information, commerically sensitive information)
		I.e. staff lead in case of asset failure		i.e what controls are in place to prevent unauthorised access?		i.e. organisation responsible for providing support in case of failure		i.e. is the asset linked to an uninteruptable power supply?		i.e.Would you be able to do "Business as usual" without the asset even for one day?		(write a brief description)		(score as Neglible=1, Minor=2, Moderate=3, Major=4, Catastrophic=5)		(score as Rare=1, Unlikely=2, Possible=3, Likely=4, Almost Certain=5)

		Desk Top Computer		HP Compaq  E1260 - HP123456		Joe Bloggs		Reception		Yes		IT Manager		Password protected access		IT Support provider		Yes		No		Fire, flood, theft, damage		2		3		6				Yes

		Lap Top Computer		Dell Lattitude - 10DWBW1		Joe Bloggs		With user		Yes		IT Manager		Password protected access		IT Support provider		Yes		No		Fire, flood, theft, damage, loss		2		3		6				Yes

		Tablet 		iPad Pro - W88401231AX		Shared device 		Practice Manager's office		Yes		IT Manager		Password protected access, encryption applied		IT Support provider		No		No		Fire, flood, theft, damage, loss		2		3		6				Yes

		USB Data Stick		N/A		Joe Bloggs		With user		No		IT Manager		Password protected access		IT Support provider		No		No		Loss, damage, theft 		1		3		3				Yes

		Smart Card		N/A		Joe Bloggs		With user		No		Practice Manager		Password protected access		RA team		No		No		Loss, damage, theft 		3		3		9		Accept - user is aware of importance of keeping it safe		Yes

		Smart Phone		iPhone 7 - C02CG123DC79		Joe Bloggs		With user		No		IT Manager		Password protected access		Device supplier		No		No		Fire, flood, theft, damage, loss		2		3		6				Yes

		Printer		HP LaserJet Pro - HP654321		Practice Manager		Administration office		Yes		IT Manager		Password protected access		IT Support provider		No		No		Fire, flood, theft, damage, loss		2		3		6				Yes

		Photocopier		Cannon Maxify - ABCD67890		Practice manager		Administration office		Yes		IT Manager		Password protected access		IT Support provider		No		No		Fire, flood, theft, damage, loss		2		3		6				Yes

		Fax machine				Practice manager		Administration office		Yes		IT Manager		Password protected access		IT Support provider		No		No		Fire, flood, theft, damage, loss		2		3		6				Yes





Software & Systems

		Software and Systems Assets														Risk Assessment

		Software and Systems
		Software/System Category 
		Does this Software or System have any dependencies? 
Yes/No
		Responsible owner		Security measures		Support organisation		Is this asset Business Critical?
Yes/No? 		Considering all your answers, particularly the previous 2 columns, what would be the IMPACT of the risk occuring 

 		What is the LIKELIHOOD of this risk occuring?
		Risk Score		For Risks that are scored anthing other than green, state and justify how you wish to either Accept or Mitigate the risk		Business Continuity Plan in place?
(Yes/No)

		i.e. software and systems installed on any of the Hardware assets in Tab 2		e.g. Clinical system, Back office system, National system,  Technology enabling		e.g. other assets from which the system draws data		I.e. staff lead in case of software/system failure				i.e. organisation responsible for providing support in case of failure		i.e.  Would you be able to do "Business as usual" without the asset even for one day?		score as Neglible=1, Minor=2, Moderate=3, Major=4, Catastrophic=5		score as Rare=1, Unlikely=2, Possible=3, Likely=4, Almost Certain=5		automatic calculation

		MS Office		Back office		Server		IT Lead/Practice Manager		n/a		SCW/IT support provider		Yes		4		3		12		Accept according to IT contract

		NHS.net (email service / Skype For Business)		Back Office		Server		IT Lead/Practice Manager		Password protected access		NHSD		No		4		3		12		Accept according to IT contract

		Oracle (SBS/Financial procurement)		Back office		Server, MS Office		IT Lead/Practice Manager		Password protected access		Practice contract with supplier		No		2		3		6

		Electronic Staff Record (ESR)		Back office		Server		IT Lead/Practice Manager		Password protected access		NHSD		No		2		3		6

		Datix		Back office		Server		IT Lead/Practice Manager		Password protected access		SCW under contract		No		2		3		6

		Sage Accounting System		Back office		Server		IT Lead/Practice Manager		Password protected access		Practice contract with supplier		No		2		3		6

		Shared Folders:  e.g. H drive 		Back office		Server		IT Lead/Practice Manager		Password protected access		SCW/IT support provider		No		2		3		6

		Docmail		Back office		Server		IT Lead/Practice Manager				Practice contract with supplier		No		2		3		6

		Back up software (e.g. Green Cloud)		Back office		Server		IT Lead/Practice Manager		Password protected access		SCW/IT support provider				3		3		9

		Clinical System -EMIS, TPP, Vision		Clinical		Server		IT Lead/Practice Manager		Password protected access		system supplier		Yes		4		3		12		Mitigate - back up system and/or paper records

		Integrated Clinical Environment (ICE)		Clinical		Server		IT Lead/Practice Manager		Password protected access		CCG?		No		3		2		6

		Docman		Clinical		Server		IT Lead/Practice Manager				Practice contract with supplier		No		3		2		6

		Connected Care		Clinical		Server		IT Lead/Practice Manager		Password protected access		SCW		No		3		2		6

		Online consulations e.g. econsult		Clinical		Server		IT Lead/Practice Manager		Password protected access		Practice contract with supplier		No		2		2		4

		Patient Messaging e.g. iPlato		Clinical		Server		IT Lead/Practice Manager		Password protected access		Practice contract with supplier		No		2		2		4

		Pathways Management e.g DXS		Clinical		Server		IT Lead/Practice Manager		Password protected access		Practice contract with supplier		No		2		2		4

		Third party monitor systems e.g. COPD, ECG monitors		Clinical		Server		IT Lead/Practice Manager		Password protected access		Practice contract with supplier		No		2		2		4

		Digital dictation and workflow softare e.g Lexacom		Clinical		Server		IT Lead/Practice Manager						No		2		2		4

		Electronic Prescrption Service (EPS)		National		Server		IT Lead/Practice Manager		Password protected access		NHSD		No		3		2		6

		N3 (HSCN)		National				IT Lead/Practice Manager		?		NHSD		Yes		4		2		8

		ERS		National				IT Lead/Practice Manager		?		NHSD		No		3		2		6

		Smartcards		National				IT Lead/Practice Manager		Password protected access		NHSD		Yes		4		2		8

		SCR		National				IT Lead/Practice Manager		?		NHSD		Yes		3		2		6

		Spine/PDS/Directory of Service		National				IT Lead/Practice Manager		Password protected access		NHSD		Yes		4		2		8

		Browser software e.g. Google Chrome, Internet Explorer		Technology enabling		Server		IT Lead/Practice Manager		n/a		SCW/IT support provider		No		3		2		6

		Practice Website		Technology enabling		Server		IT Lead/Practice Manager		Password protected access		Practice contract with supplier		No		2		2		4

		Antiv Virus/Java		Technology enabling				IT Lead/Practice Manager		adminstrator access only?		SCW/IT support provider		Yes		2		2		4





Electronic documents

		Electronic documents														Risk Assessment

		Information Asset Type
		For what is the document used?




		Does it contain Personal Confidential Data?
 Yes/No
		Where is the asset stored?

		Responsible owner		How is access to the asset controlled?
		Is this asset Business Critical?
Yes/No		Considering all your answers, particularly the previous 2 columns, what would be the IMPACT of the risk occuring 

 		What is the LIKELIHOOD of this risk occuring?
		Risk Score		For Risks that are scored anthing other than green, state and justify how you wish to either Accept or Mitigate the risk		Business Continuity Plan in Place?
Yes/No

		 i.e. the essential electronic documents team members use in their day-to-day work, e.g. meeting papers, staff records, patient/service users records,  complaints, finance data, payslips etc		 e.g. management of meetings, records of discussions/ agreements		 e.g. name, address, telephone number, driving licence number, personal email address, NHS number, hospital number;		 e.g. desktop computer, network drive, mobile computing device such as laptops, tablets, mobile phones, safesticks or other removable media 		I.e. staff lead in case of software/system failure		e.g. password restricted network drive, restricted access folder		i.e. Would you be able to do "Business as usual" without the asset even for one day?		(score as Neglible=1, Minor=2, Moderate=3, Major=4, Catastrophic=5)		(score as Rare=1, Unlikely=2, Possible=3, Likely=4, Almost Certain=5)		automatic calculation

		Practice staff HR records		Maintain a record, reference		Yes		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		2		4

		Workforce IG Training Records 		Record & monitor mandatory training, IG Toolkit submission		Yes		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		2		4				 

		Smart card records		Reference		No		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		3		6

		Subject Access Request Central Register 		Maintain a record, reference		Yes		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		2		4

		Subject Access Request Correspondence and information (individual files) 		Maintain a record, reference		Yes		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		2		4

		Practice policies and procedures		implement policies and procedure		No		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		2		4

		Patient complaints		Maintain a record, reference		Yes		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		2		4

		Incident Documentation 		Maintain a record, reference		Yes		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		2		4

		Supplier contracts		Maintain a record, reference		No		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		2		4

		Information Sharing Agreements		Maintain a record, reference		No		Network drive 		IT Lead/Practice Manager		Restricted network drive, password protected		No		2		2		4

		Practice Data Flow Maps & Risk Assessments		Individual IG Audits		No		Shared Folder		IT Lead/Practice Manager		Network drive restricted		No		3		2		6

		Practice Risk Register		Track IG Risks		No		Shared Folder		IT Lead/Practice Manager		Network drive restricted		No		3		2		6

		System audits		docs on IG confidentiality audits		No		Shared Folder		IT Lead/Practice Manager		Network drive restricted		No		3		2		6





Hardcopy assets

		Hardcopy Assets														Risk Assessment

		Information Asset Type
		For what is the asset used?




		Does it contain Personal Confidential Data?
 Yes/No
		Where is the asset stored?

		Responsible owner		How is access to the asset controlled?
		Is this asset Business Critical?
Yes/No		Considering all your answers, particularly the previous 2 columns, what would be the IMPACT of the risk occuring 

 		What is the LIKELIHOOD of this risk occuring?
		Risk Score		For Risks that are scored anthing other than green, state and justify how you wish to either Accept or Mitigate the risk		Business Continuity Plan in Place?
Yes/No

		i.e. essential  documents team members use in their day-to-day work		(e.g. management of meetings, records of dicussions/ agreements, business analysis)		 e.g. name, address, telephone number, driving licence number, personal email address, NHS number, hospital number;		(e.g. paper assets containing PID or sensitive data should be stored in a secure location		I.e. staff lead in case of asset unavailability 		(e.g. paper assets containing PID or sensitive data should be stored in locked cabinets, in secure rooms/buildings)		i.e. Would you be able to do "Business as usual" without the asset even for one day?		(score as Neglible=1, Minor=2, Moderate=3, Major=4, Catastrophic=5)		(score as Rare=1, Unlikely=2, Possible=3, Likely=4, Almost Certain=5)		automatic calculation

		staff records				Yes		PM Office		Practice manager		Locked filing cabinet		No		2		2		4

		patient records				Yes		PM Office		Practice manager		Locked filing cabinet		No		2		2		4

		meeting papers				No		PM Office		Practice manager		Locked filing cabinet		No		2		2		4

		complaint letters				Yes		PM Office		Practice manager		Locked filing cabinet		No		2		2		4

		Subject Access Requests				Yes		PM Office		Practice manager		Locked filing cabinet		No		2		2		4

		FOI requests				Yes		PM Office		Practice manager		Locked filing cabinet		No		2		2		4

		signed contracts				No		PM Office		Practice manager		Locked filing cabinet		No		2		2		4

		X-rays,				Yes		Admin Office		Practice manager		Locked filing cabinet		No		2		2		4

		CT scans,				Yes		Admin Office		Practice manager		Locked filing cabinet		No		2		2		4

		MRI reports				Yes		Admin Office		Practice manager		Locked filing cabinet		No		2		2		4







Document control

		Document Control



		Version		Date		Author		Details

		0.1		11/27/17		SCW CSU		Template developed by SCW CSU for GP practices to comply with GDPR for requirement 316 of IG Toolkit v14.1 

		0.2		12/1/17		SCW CSU		Reviewed, updated and approved  by  SCW CSU Central IG team

		1.0						Reviewed and updated by practice
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Data Flow Mapping Template GP format.xlsx
Summary



				Baseline

				Client:

				Date Completed:				dd/mm/yy

				Name of Person Completing:

				Extension Number:

				Directorate:

				Department/Work Area:

				When completed please return to:

				Deadline:		TBC





Executive Summary

		Data Flow Mapping



		Organisation Name

		Team Name

		Information Asset Owner

		Information Asset Administrator

		Version of IG Toolkit Created for

		Date of DFM Completion 



		Executive Summary of Team's Risks

		Number of Risk Assessment Reds		2

		Number of Risk Assessment Amders		5

		Number of Risk Assessment Yellows		5

		Number of Risk Assessment Greens		2

		All risk that are anything other than Green must 

		be Accepted or Mitigated by the IAO. This must 

		be represented in the Risk Assessment section

		in each of Tabs 1-4.



				Number of Red		Number of Amber		Number of Yellow		Number of Green 

		Electronic		1		3		0		0

		Paper		1		2		0		0

		Other		0		0		0		0



		Extract from ICO Preparing for GDPR 

		Information you hold

		You should document what personal data you hold, where it came from and who you share it with. You may need to organise an information audit across the organisation or within particular business areas.



		The GDPR requires you to maintain records of your processing activities.

		It updates rights for a networked world. For example, if you have inaccurate personal data and have shared this with another organisation, you will have to tell the other organisation about the inaccuracy so it can correct its own records. You won’t be able to do this unless you know what personal data you hold, where it came from and who you share it with. You should document this. Doing this will also help you to comply with the GDPR’s accountability principle, which requires organisations to be able to show how they comply with the data protection principles, for example by having effective policies and procedures in place.



		ICO GDPR checklist for GDPR advises that organisations must:



		● Conduct an information audit to map data flows.

		● Document what personal data you hold, where it came from, who you share it with and what you do with it.

		● Identify your lawful bases for processing and document them.







		ICO Data Definitions under GDPR:



		Personal data



		Any information relating to an identifiable person who can be directly or indirectly identified in particular by reference to an identifier.



		This definition provides for a wide range of personal identifiers to constitute personal data, including name, identification number, location data or online identifier, reflecting changes in technology and the way organisations collect information about people.



		The GDPR applies to both automated personal data and to manual filing systems where personal data are accessible according to specific criteria. This could include chronologically ordered sets of manual records containing personal data.



		Personal data that has been pseudonymised – eg key-coded – can fall within the scope of the GDPR depending on how difficult it is to attribute the pseudonym to a particular individual.





		Sensitive personal data



		The GDPR refers to sensitive personal data as “special categories of personal data” and includes any information consisting of racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic data, biometric data, data concerning health or data concerning a natural person's sex life or sexual orientation.



		Personal data relating to criminal convictions and offences are not included, but similar extra safeguards apply to its processing.
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Information Flows

		Who										What								Where								When				How								Risk Assesment										Risk Treatment/Mitigation		Purpose and Legal Basis of Data Flow

		Team  		Ref no.		Who sends the information 
(This is a free text box)

user: Which organisation sends the information?		Direction of flow
(This is a drop-down menu)

user: Sending it out, receiving it in or creating locally?		Recipient 
(This is a drop down menu)

User: Who is the data received by? 		Data item
(This is a free text box)

user: On a day-to-day basis, what name is the data flow known by?
		Content Type
(This is a drop-down menu)

user: Select either: 
1. Address only (or less); 
2. Personal Confidential Data (e.g. demographics such as name, address, postcode, NHS #) or Commercially Confidential (e.g. info the business that it would be preferable was not openly available, such as on the internet or in the media)
3. Sensitive (e.g.  Medical Records, sexual life, political affiliation)
		Media
(This is a drop-down menu)

user: Is it paper or electronic? If it can be by both media this will need to entered each as 2 separate lines.
		Details of content type
(This is a free text box)  Remove column?

user: What is the content of the information being sent/received		Where is the data stored before it is sent or after it has been received?
(This is a drop-down menu)

user: Where is the data you are sending, receiving or creating, stored?		How is the data store secured?
(This is a drop-down menu)

user: How is the storage you are using secured?		How is access evidenced?
(This is a drop-down menu)

user: How is the audit trail monitored?		Comments
(This is a free text box)

user: Please add any additional information you think might be useful in understanding this flow.
		Number of records per transfer
(This is a drop-down menu)

user: How many people's individual records are in each transfer?
		Frequency of the transfer per week
(This is a drop-down menu)

user: Approximately how many times does this flow happen each week?
		Method used for transfer
(This is a drop-down menu)

user: How is the information sent or received?
NHS option also includes:
 x.gsi.gov.uk           
gsi.gov.uk          
gse.gov.uk                                
gsx.gov.uk             
pnn.police.uk
cjsm.net                                     
scn.gov.uk            
gcsx.gov.uk                 
mod.uk
		How is the information protected?
(This is a drop-down menu)

user: How is the information protected in transit?
		Comment		Is information processed outside the UK? 		Considering your previous answers; have you identified a risk with the data flow?		If you have identified a risk, please write a brief description and complete risk assessment ----->		What would be the IMPACT of the risk occuring 
 		What is the LIKELIHOOD of this risk occuring?		Risk Score		(For Risks that are scored anything other than Green, state and justify how you and your IAO wish to either Accept or Mitigate the risk)		Purpose		Current Legal Basis		Legal Basis under GDPR		supporting legal documentation

								Out-flow

						General Practice		Out-flow		Care home		patient health & care information (e.g. medication details)		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		6 to 20		Email from NHSmail to non-NHSmail (e.g NHS Trust)		Encrypted				Within UK only		No								0				Direct Patient Care		Direct Patient Care		Provision of health or social care

						General Practice		Out-flow		Care home		patient health & care information (e.g. medication details)		Sensitive personal data		Paper				Filing cabinet		Key		Key allocation				Less than 6		6 to 20		Manual - staff		Not applicable - must add comment				Within UK only		Yes		Records could get misplaced in transit		3		3		9		Mitigate - staff trained, secure information handling protocol		Direct Patient Care		Direct Patient Care		Provision of health or social care

						General Practice		Out-flow		CCG		Safeguarding  communication		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Email from NHSmail to NHSmail		NHSmail				Within UK only		No								0				Safeguarding		Other - please specify		Required by law

						General Practice		Out-flow		CCG		Individual Funding Request 		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		6 to 20		Email from NHSmail to NHSmail		NHSmail				Within UK only		No												IFR validation		Section 251		Management of health or social care system

						General Practice		Out-flow		CCG		Invoice validation 		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		6 to 20		Email from NHSmail to NHSmail		NHSmail				Within UK only		No												Invoice validation		Section 251		Management of health or social care system

						General Practice		Out-flow		CCG		Patient information for risk stratification		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				1001 plus		Less than 6		Automated system to system transfer		Encrypted				Within UK only		Yes		patient may be identifiable if low numbers		2		2		4		Accept - Data anoymised, low number suppression applied		Risk Stratification		Section 251		Management of health or social care system

						General Practice		Out-flow		Child & Addolescent Mental Health Service (CAMHS)		Case Notes		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Email from NHSmail to NHSmail		NHSmail				Within UK only		No								0				Direct Patient Care		Direct Patient Care		Provision of health or social care

						General Practice		Out-flow		Community Professionals (e.g social workers, district nurses)		Case Notes		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		21 to 100		Email from NHSmail to non-NHSmail (e.g NHS Trust)		Encrypted				Within UK only		No								0				Direct Patient Care		Direct Patient Care		Provision of health or social care

						General Practice		Out-flow		Coroner		Full medical record		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Post special or registered Royal Mail		Special delivery				Within UK only		No								0				Death investigation		Public Interest		Required by law

						General Practice		Out-flow		Coroner		Full medical record		Sensitive personal data		Paper				Filing cabinet		Key		Key allocation				Less than 6		Less than 6		Manual - staff		Sealed package				Within UK only		No								0				Death investigation		Public Interest		Required by law

						General Practice		Out-flow		CQC		psuedonymised patient information for CQC visit		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				6 to 20		Less than 6		Email from NHSmail to non-NHSmail (e.g NHS Trust)		Encrypted				Within UK only		Yes		Onward use unknown		4		3		12		Accept 		Regulatory activity		Other - please specify		Task in the public interest or exercise of official authority

						General Practice		Out-flow		CQC		psuedonymised patient information for CQC visit		Sensitive personal data		Paper				Clinical system		Smartcard and password protected		System Audit				6 to 20		Less than 6		Manual - staff		Sealed package				Within UK only		Yes		Onward use unknown		4		3		12		Accept		Regulatory activity		Other - please specify		Task in the public interest or exercise of official authority

						General Practice		Out-flow		DBS check process		DBS form		Personal data		Paper				Filing cabinet		Key		Key allocation				Less than 6		Less than 6		Post ordinary Royal Mail		Sealed package				Within UK only		No								0				Regulatory activity		Public Interest		Task in the public interest or exercise of official authority

						General Practice		Out-flow		DWP		Patient information		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Post special or registered Royal Mail		Special delivery				Within UK only		No								0				Regulatory activity		Public Interest		Task in the public interest or exercise of official authority

						General Practice		Out-flow		External mailing provider (e.g Docmail)		patient details		Sensitive personal data						Clinical system		Smartcard and password protected		System Audit				101 to 1000		Less than 6		Secure File Transfer Protocol (for Bulk transfer)		NHS Secure file transfer protocol				Within UK only		No								0				Records management		Direct Patient Care		Management of health or social care system		service contract

						General Practice		Out-flow		General Practice		Electronic patient record		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Automated system to system transfer		NHS Secure file transfer protocol		GP2GP		Within UK only		No								0				GP2GP		Direct Patient Care		Management of health or social care system

						General Practice		Out-flow		Insurance company		medical report		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		6 to 20		Email from NHSmail to non-NHSmail (e.g NHS Trust)		Encrypted				Within UK only		No								0				Medical report request		Consent		Consent

						General Practice		Out-flow		Medical Defence (e.g MDU)		GPs personal data		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		Less than 6		Email from NHSmail to non-NHSmail (e.g NHS Trust)		Encrypted				Within UK only		No								0				Regulatory activity		Public Interest		Task in the public interest or exercise of official authority

						General Practice		Out-flow		Multi Disiplinary Team across health and social services		patient data to support non clinical needs		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		6 to 20		Email from NHSmail to NHSmail		NHSmail				Within UK only		Yes		Patient may be known to meeting attendee		4		3		12		Accept - meeting attendees are subject to their organsations' code of confidentiality		Patient care		Consent		Consent

						General Practice		Out-flow		Multi Disiplinary Team across health and social services		patient data to support non clinical needs		Sensitive personal data		Paper				Clinical system		Smartcard and password protected		System Audit				Less than 6		6 to 20		Skype		Encrypted				Within UK only		Yes		Patient may be known to meeting attendee		4		3		12		Accept - meeting attendees are subject to their organsations' code of condifentiality		safeguarding		Consent		Consent

						General Practice		Out-flow		NHS Digital		patient data for clinical audit		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				1001 plus		21 to 100		Automated system to system transfer		NHS Secure file transfer protocol		Practice  is required to allow extraction		Within UK only		Yes		unknown what happens with extracted data		5		3		15		Accept  		safeguarding		Consent		Management of health or social care system

						General Practice		Out-flow		Offsite records storage		Patient Records		Sensitive personal data		Paper				Filing cabinet		Key		Key allocation				1001 plus		Less than 6		Manual - staff		Locked storage container				Within UK only		Yes		Records may get misplaced in transit/storage		3		3		9		Mitigate - risk assess		Records management		Other - please specify		Management of health or social care system		service contract

						General Practice		Out-flow		Out of hours services 		Patient record 		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				21 to 100		21 to 100		Secure shared access (e.g Connected Care)		Encrypted				Within UK only		Yes		out of hours staff may access record without justification/consent		3		3		9		Mitigate - privacy alert follow up		Direct Patient Care		Direct Patient Care		Medical diagnosis and treatment		Informaiton sharing agreement

						General Practice		Out-flow		Patient 		Health communication e.g.  appointment confirmation,  flu reminder		Sensitive personal data		Other 				Clinical system		Smartcard and password protected		System Audit				101 to 1000		Less than 6		Text message		Encrypted				Within UK only		Yes		Patient has not provided updated moblile number		3		3		9		Mitigate - text protocol		Patient communnicaiton		Consent		Provision of health or social care

						General Practice		Out-flow		Patients		Non patient specific communication e.g. Newsletter, flu reminder		Sensitive personal data		Electronic				Clinical system		Password protected files		System Audit				1001 plus		Less than 6		Email from NHSmail to non-NHSmail (e.g NHS Trust)		None		Patient consent to email non confidential info - must be sent bcc		Within UK only		Yes		communication not sent bcc - patients identified by email address*		3		3		9		* Could be major depending on sensitivity of data or profile of patient.
Accept- staff trained, email protocol in place		Patient communnicaiton		Consent		Provision of health or social care

						General Practice		Out-flow		Payroll provider		Staff financial details		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				21 to 100		Less than 6		Email from NHSmail to non-NHSmail (e.g NHS Trust)		Encrypted				Within UK only		No								0				Payroll activity		Consent		Management of health or social care system

						General Practice		Out-flow		PCSE		patient records		Sensitive personal data		Paper				Filing cabinet		Key		Key allocation				101 to 1000		Less than 6		Manual - secure courier		Sealed package				Within UK only		Yes		records get lost during transit		4		4		16		Accept - national issue, added to risk register		Records management		Direct Patient Care		Management of health or social care system

						General Practice		Out-flow		Pension provider		Staff financial details		Sensitive personal data		Paper				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		Less than 6		Email from NHSmail to non-NHSmail (e.g NHS Trust)		Encrypted				Within UK only		No								0				Payroll activity		Consent		Management of health or social care system

						General Practice		Out-flow		Prescription Pricing Agency		Patient information		Sensitive personal data		Electronic				System integrated		Smartcard and password protected		System Audit				21 to 100		Less than 6		Post special or registered Royal Mail		Special delivery				Within UK only		No								0				Prescription management		Other - please specify		Management of health or social care system

						General Practice		Out-flow		RCGP		Response to professional conduct review		Sensitive personal data		Electronic				Computer hard drive		Password protected files		System Audit				Less than 6		Less than 6		Email from NHSmail to NHSmail		Encrypted				Within UK only		No								0				GP regulator		Public Interest		Task in the public interest or exercise of official authority

						General Practice		Out-flow		SCW		Patient information for risk stratification		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				1001 plus		Less than 6		Automated system to system transfer		Encrypted				Within UK only		Yes		patient may be identifiable if low numbers		2		2		4		Accept - Low number suppression applied		Risk Stratification		Section 251		Management of health or social care system

						General Practice		Out-flow		SCW		Child health data		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				6 to 20		Less than 6		Email from NHSmail to non-NHSmail (e.g NHS Trust)		NHS Secure file transfer protocol				Within UK only		No								0				Direct Patient Care		Direct patient care		Provision of health or social care

						General Practice		Out-flow		Secondary care		Referral		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				101 to 1000		101 to 1000		Automated system to system transfer		Encrypted				Within UK only		No								0				Direct Patient Care		Direct Patient Care		Medical diagnosis and treatment

						General Practice		Out-flow		Secondary care		Referral		Sensitive personal data		Paper				Clinical system		Smartcard and password protected		System Audit				Less than 6		21 to 100		Email from NHSmail to NHSmail		Encrypted				Within UK only		No								0				Direct Patient Care		Direct Patient Care		Medical diagnosis and treatment

						General Practice		Out-flow		Secondary care		Referral		Sensitive personal data		Electronic				System integrated		Smartcard and password protected		System Audit				Less than 6		6 to 20		Fax transmission - safe haven fax to safe haven fax		None				Within UK only		Yes		Fax may be sent to wrong number		4		3		12		Mitigate - safe fax procedure, staff trained		Direct Patient Care		Direct Patient Care		Medical diagnosis and treatment

						General Practice		Out-flow		Shredding provider		Patient information		Sensitive personal data		Paper				Filing cabinet		Key		Key allocation				1001 plus		Less than 6		Manual - staff		Locked storage container				Within UK only		No								0				Records management		Management of health or social care system		Management of health or social care system		service contract

						General Practice		Out-flow		Solicitors and other third parties (e.g.  police)		Patient information		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		6 to 20		Email from NHSmail to non-NHSmail (e.g NHS Trust)		Encrypted				Within UK only		No								0				Subject Access Request		Direct Patient Care		Management of health or social care system





								In-flow

						Care home		In-flow		General Practice		Death Notification		Sensitive personal data		Other 				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Email from non-NHSmail to NHSmail		Encrypted				Within UK only										0				Records management		Direct Patient Care		Management of health or social care system

						CCG		In-flow		General Practice		Individual Funding Request response		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		6 to 20		Email from NHSmail to NHSmail		NHSmail				Within UK only										0				IFR validation		Consent		Management of health or social care system

						CCG		In-flow		General Practice		Invoice validation response		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		6 to 20		Email from NHSmail to NHSmail		NHSmail				Within UK only										0				Invoice validation		Consent		Management of health or social care system

						CCG		In-flow		General Practice		Safeguarding  communication		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		Less than 6		Email from NHSmail to NHSmail		NHSmail				Within UK only										0				Safeguarding		Consent		Required by law

						Child & Addolescent Mental Health Service (CAMHS)		In-flow		General Practice		Case notes		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		Less than 6		Email from NHSmail to NHSmail		NHSmail				Within UK only										0				Safeguarding		Direct Patient Care		Provision of health or social care

						Community Professionals (e.g social workers, district nurses)		In-flow		General Practice		Case Notes, social service record		Sensitive personal data		Paper				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		21 to 100		Post special or registered Royal Mail		Special delivery				Within UK only										0				Safeguarding		Direct Patient Care		Provision of health or social care

						Community Professionals (e.g social workers, district nurses)		In-flow		General Practice		Case Notes, social service record		Sensitive personal data		Electronic				System integrated		Smartcard and password protected		System Audit				Less than 6		21 to 100		Email from non-NHSmail to NHSmail		Encrypted				Within UK only										0				Safeguarding		Direct Patient Care		Provision of health or social care

						Coroner		In-flow		General Practice		Coroners Report, Post Mortem		Sensitive personal data		Electronic				System integrated		Smartcard and password protected		System Audit				Less than 6		Less than 6		Email from non-NHSmail to NHSmail		Encrypted				Within UK only										0				Death investigation		Public Interest		Required by law

						DVLA		In-flow		General Practice		Driving licence communication		Sensitive personal data		Paper				System integrated		Smartcard and password protected		System Audit				Less than 6		Less than 6		Post ordinary Royal Mail		Sealed package				Within UK only										0				Regulatory activity		Public Interest		Task in the public interest or exercise of official authority

						Employees		In-flow		General Practice		Staff records (e.g employment contracts, disciplinary proceedings etc)		Sensitive personal data		Paper				Filing cabinet		Key		Key allocation				Less than 6		Less than 6		Manual - data subject or representative		Sealed package				Within UK only										0				HR 		Other - please specify		Task in the public interest or exercise of official authority

						Employers		In-flow		General Practice		pre-employment health screening		Sensitive personal data		Paper				Computer/network System Shared Drive		Password protected files		System Audit				Less than 6		Less than 6		Post ordinary Royal Mail		Sealed package				Within UK only										0				HR 		Other - please specify		Provision of health or social care

						External agencies (e.g.  NHS Hospitals, A&E, Private hospitals, SCAS)		In-flow		General Practice		Patient letters, discharge notice, Clinic letters, patient assessment etc		Sensitive personal data		Electronic				System integrated		Smartcard and password protected		System Audit				Less than 6		21 to 100		Automated system to system transfer		NHS Secure file transfer protocol				Within UK only										0				Records management		Direct Patient Care		Provision of health or social care		Local information sharing agreements

						External agencies (e.g.  NHS Hospitals, A&E, Private hospitals, SCAS)		In-flow		General Practice		Patient letters, discharge notice, Clinic letters etc		Sensitive personal data		Paper				Filing cabinet		Key		Key allocation				Less than 6		21 to 100		Fax transmission - secure fax		NHS Secure file transfer protocol				Within UK only										0				Records management		Direct Patient Care		Provision of health or social care		Local information sharing agreements

						Insurance Companies		In-flow		General Practice		Medical report request		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected files		System Audit				Less than 6		6 to 20		Automated system to system transfer		Encrypted		iGPR		Within UK only										0				Medical report		Consent		Consent

						Patient 		In-flow		General Practice		Registration form		Sensitive personal data		Paper				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Manual - data subject or representative		Sealed package				Within UK only										0				New patient registration		Consent		Provision of health or social care

						Patient/carer		In-flow		General Practice		Complaint letter		Sensitive personal data		Paper				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Post ordinary Royal Mail		Sealed package				Within UK only										0				Service complaint		Consent		Management of health or social care system

						Patient/carer		In-flow		General Practice		Death Notification		Sensitive personal data		Other 				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Manual - data subject or representative		Telephone acknowledgement				Within UK only										0				Records management		Consent		Management of health or social care system

						Patient 		In-flow		General Practice		SAR		Sensitive personal data		Electronic				Clinical system		Smartcard and password protected		System Audit				Less than 6		6 to 20		Email from non-NHSmail to NHSmail		None				Within UK only										0				SAR		Consent		Consent

						Patient 		In-flow		General Practice		Repeat prescription request		Sensitive personal data		Electronic				System integrated		Smartcard and password protected		System Audit				Less than 6		21 to 100		Other		Telephone acknowledgement				Within UK only										0				Direct patient care		Consent		Medical diagnosis and treatment

						Pharmacy		In-flow		General Practice		Prescription query		Sensitive personal data		Other 				Clinical system		Smartcard and password protected		System Audit				Less than 6		Less than 6		Email from NHSmail to NHSmail		NHSmail				Within UK only										0				Prescription query		Direct Patient Care		Medical diagnosis and treatment

						School		In-flow		General Practice		school records		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		101 to 1000		Email from non-NHSmail to NHSmail		Encrypted				Within UK only										0				Regulatory activity		Other - please specify		Task in the public interest or exercise of official authority

						Solicitors and third parties (e.g. police)		In-flow		General Practice		SAR		Sensitive personal data		Electronic				Computer/network System Shared Drive		Password protected network drive/system		System Audit				Less than 6		6 to 20		Email from non-NHSmail to NHSmail		None				Within UK only										0				SAR		Consent		Consent
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		Other - do not use unless NOTHING else fits

		Patient Case Notes

		Patient Query

		Patient Summary

		Payment Advice

		Payslip

		Personnel Records Sheet

		Police Statement

		Post Employment Check

		Post Mortem

		Pre-Employment Health Screening Clearance

		Prescription

		Public Health Monitoring

		Reference Request

		Reference Request (Completed)

		Referral Letter

		Referral to Occupational Health

		Report

		Request Form

		Request to Fill Vacancy

		Research Data

		Sick Leave Notification

		Sickness Sheet

		Specimens

		Staff Appointment Acceptance Checklist

		Staff Appointment Form

		Staff Query

		Staff Record

		Statement of Terms and Conditions of Employment

		Statistical report/return

		Summons

		Supplementary Joiners Information

		TCI Form

		Test Results

		Tracing Data

		Treatment Targets

		TTA Form

		Unpaid Absence Notification

		Verbal Reference Record Form

		X-ray (Or Copy Of)





Enhanced Executive Summary

		Team		0				Format								0

		Data Custodian		0				Electronic		37

		IAO		0				Paper		17

								Social 		0

		Data transferred outside of UK		No				Flows in		23

								Flows out		38

		Information Sharing Agreements		None				Number of data flows		61



		Legal Basis for data flow		All identified



		Risks summary		Total		Electronic In-flow		Electronic Out-flow		Paper In-flow		Paper Out-flow

		Green		2		0		2		0		0

		Amber		5		0		5		0		4

		Red		2		0		1		0		1



		Risk comments







Metadata



		Range Name		Description		Description

		Content		Sensitive personal data

				Personal data

				Commercially sensitive data

				Other



		Number		Less than 6

				6 to 20

				21 to 100

				101 to 1000

				1001 plus

		Method		Automated system to system transfer

				Secure shared access (e.g Connected Care)

				Email from NHSmail to NHSmail

				Email from NHSmail to non-NHSmail (e.g NHS Trust)

				Email from non-NHSmail to NHSmail

				Email from non-NHSmail to non-NHSmail

				Fax transmission - secure fax

				Fax transmission - open fax

				Manual - data subject or representative

				Manual - secure courier

				Manual - staff

				Post ordinary Royal Mail

				Post special or registered Royal Mail

				Secure File Transfer Protocol (for Bulk transfer)

				Skype

				Text message

				Other

		Mitigation		NHSmail

				Encrypted

				NHS Secure file transfer protocol

				Special delivery

				Sealed package

				Locked storage container

				Tamper-evident bag

				None

				Anonymised

				Pseudonymised

				Telephone acknowledgement

				Recipient verifies destruction after use

				Not applicable - must add comment

		Flow		In-flow

				Out-flow

		Media		Electronic

				Paper

				Other 

						Local = locally created data items

						Receiving in = Inbound flows

		Stored		Clinical system		Sending out = Outbound flows

				System integrated

				Filing cabinet

				Computer hard drive

				Computer/network System Shared Drive

				Personal Drive on computer/network

				Desk drawer

				Filing/open trays





		Secured		Smartcard and password protected

				Key

				Area access by key/keypad

				Password protected files

				Restricted Access Folder

				Password protected network drive/system

				None



		Evidenced		System Audit

				Access log book/tracer card

				Key allocation

				Key issue log

				None

		Risk		1

				2

				3

				4

				5

		Current Legal		Consent

				Court Order 

				Direct Patient Care

				Not applicable

				Other - please specify

				Public Interest

				Risk stratification 

				Section 251

		GDPR Legal		Medical diagnosis and treatment

				Provision of health or social care

				Management of health or social care system

				Task in the public interest or exercise of official authority

				Required by law

				Overriding public interest

				Protection of vital interests

				Consent

		Where		Within UK only

				Within EEA

				Outside the EEA

		YesNo		Yes

				No

				Don't know









mapping questionnaire

		INFORMATION FLOW MAPPING QUESTIONNAIRE

		DIRECTORATE/DEPT/WORK AREA:				DATE:

		COMPLETED BY (NAME / CONTACT NO):



		SER		SUBJECT		ANSWER (*CIRCLE CORRECT)

		1		DATA DETAILS

		1.1		Is this an inflow, outflow OR both?		[INFLOW  -  OUTFLOW  - BOTH]

		1.2.		Describe type of data (appointment letter, death certificate, test results, health record, character reference, prescription etc)

		1.3.		Is it 'Bulk'? (50 people or over)		[YES - NO]

		1.4.		Is it Sensitive?		[YES - NO]

		2		LOCATIONS, SOURCES / DESTINATIONS

		2.1.		Location Type - Is it an internal or an external transfer?		[INTERNAL  -  EXTERNAL]

		2.2.		Internal transfers - is location situated off site?		[YES - NO - NOT APPLICABLE]

		2.3.		External transfers - is location in UK, EEA, outside EEA?		[UK  -  EEA  -  OEEA  -  N/A]

		2.4.		Name of  internal dept / external organisation transferred to or from?

		3		HOW IS THE DATA TRANSFERRED?

		3.1.		AUTOMATED System to System Transfer?		[YES - NO]

		3.1.1.		Automated transfer via a secure network?		[YES - NO - NOT APPLICABLE]

		3.2.		Sent / received by COURIER?		[YES - NO]

		3.2.1.		Courier is under written contract?		[YES - NO - NOT APPLICABLE]

		3.2.2.		Is data on removable media?		[YES - NO - NOT APPLICABLE]

		3.2.3.		Is data encrypted by recommended method?		[YES - NO - NOT APPLICABLE]

		3.3.		Sent by EMAIL?		[YES - NO]

		3.3.1.		Sent to & from NHSmail (.nhs.net)?		[YES - NO - NOT APPLICABLE]

		3.3.2.		Is data encrypted by approved alternative method?		[YES - NO - NOT APPLICABLE]

		3.3.3.		Has email address been confirmed?		[YES - NO - NOT APPLICABLE]

		3.3.4.		Password protected document?		[YES - NO - NOT APPLICABLE]

		3.4.		Sent by FAX?		[YES - NO]

		3.4.1.		Sent & received via Safe Haven or using SH procedures?		[YES - NO - NOT APPLICABLE]

		3.5.		HAND DELIVERED by staff?		[YES - NO]

		3.5.1.		Encrypted on a portable device e.g. USB stick?		[YES - NO - NOT APPLICABLE]

		3.6.		TRANSFERRED INTO SYSTEM (manually)?		[YES - NO]

		3.6.1.		Up / downloaded via a secure link?		[YES - NO - NOT APPLICABLE]

		3.7.		POSTED?		[YES - NO]

		3.7.1.		Is data on removable media?		[YES - NO - NOT APPLICABLE]

		3.7.2.		Is data encrypted by recommended method?		[YES - NO - NOT APPLICABLE]

		3.7.3.		In a sealed envelope and fully addressed?		[YES - NO - NOT APPLICABLE]

		3.7.4.		Posted by tracked post? (Special Delivery)		[YES - NO - NOT APPLICABLE]

		3.7.5.		Posted by recorded delivery? (Recorded Signed for)		[YES - NO - NOT APPLICABLE]

		3.8.		Sent by TEXT message?		[YES - NO]

		COMMENTS:
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1. [bookmark: _Toc509385744]Introduction



A Data Protection Impact Assessment (DPIA), (formerly known as privacy impact assessment or PIA), is a method of helping organisations identify the most effective way to comply with their data protection obligations and meet individuals’ expectations of privacy.  An effective DPIA will allow organisations to identify and fix problems at an early stage, reducing the associated costs and damage to reputation, which might otherwise occur.

You must carry out a DPIA when:



· using new technologies; and the processing is likely to result in a high risk to the rights and freedoms of individuals



· Processing that is likely to result in a high risk includes (but is not limited to): systematic and extensive processing activities, including profiling and where decisions that have legal effects – or similarly significant effects – on individuals



· large scale processing of special categories of data or personal data relation to criminal convictions or offences; this includes processing a considerable amount of personal data at regional, national or supranational level; that affects a large number of individuals; and involves a high risk to rights and freedoms e.g. based on the sensitivity of the processing activity large scale, systematic monitoring of public areas (CCTV)



2. [bookmark: _Toc509385745]Data Protection Impact Assessment Process



· All new proposals for processing of data are required to undertake the screening process (see below) to establish whether a full DPIA is needed



· Completing the screening process and the DPIA are the responsibility of the Project Manager or Sponsor



· The DPIA must be reviewed and signed by an appropriate authorising officer (Data Protection Officer/Senior Information Risk Owner/Caldicott Guardian)



· Where appropriate, information risk should be recorded in existing documentation, e.g. project risk register, corporate risk register

 

· The DPIA must be updated if changes to the processing are proposed and reviewed at appropriate stages



· Remember to record all information assets and data flows on your Information Asset Register and Data Flow Map



3. [bookmark: _Toc509385746]Screening Questions

		Project ID: 

		Date:



		Project Manager:  



		DPIA Screening Questions

		Yes

(x)

		No

(x)

		Comments



		Will the project involve the collection of new information about individuals?

		

		

		



		Will the project compel individuals to provide information about themselves?

		

		

		



		Will information about individuals be disclosed to organisations or people who have not previously had routine access to the information?

		

		

		



		Do you propose using information about individuals for a purpose it is not currently used for, or in a way it is not currently used?

		

		

		



		Does the project involve you using new technology which might be perceived as being privacy intrusive? For example, the use of biometrics or facial recognition.

		

		

		



		Will the project result in you making decisions or taking action against individuals in ways which can have a significant impact on them?

		

		

		



		Is the information about individuals of a kind particularly likely to raise privacy concerns or expectations? E.g. health records, criminal records or other information that people would consider to be particularly private.

		

		

		



		Will the project require you to contact individuals in ways which they may find intrusive?

		

		

		



		Will the project store information using cloud technology?

		

		

		



		Will the project transfer information outside the European Economic Area?

		

		

		







· If you answered no to all the questions, you DO NOT need to proceed to a full Data Protection Impact Assessment.  Save this document to evidence your assessment



· If you answer yes to any of these questions, you DO need to proceed to a full Data Protection Impact Assessment.  Complete the following sections and save to evidence your assessment 



4. [bookmark: _Toc509385747]Full DPIA



		Steps

		Requirements

		Suggested Accompanying Documents 



		1. Identify the need for a DPIA



		· Explain what the project aims to achieve, what the benefits will be to the organisation, to individuals and to other parties. 















		· Project Initiation Document or other relevant project documents



		2. Describe the information flows 



		· Describe the collection, use and deletion of personal data

· Identify individuals who are likely to be affected by the project









		· Flow diagram or a similar method of describing data flows

· Stakeholder map or similar





		Note: Discuss the project with your IG Lead/Data Protection Officer



		3. Identify the privacy and related risks



		· Identify the key privacy risks and the associated compliance and corporate risks. 

· Activities may include discussions and workshops with stakeholders and the IG Lead

· Data Protection Principles found below should be used to help identify the Data Protection Legislation related compliance risks. 

 





		· Larger projects may require a separate project risk register, categorise privacy risks.





		Identify privacy solutions



		· Describe the actions you could take to reduce the risks, and any future steps which would be necessary (e.g. the production of new guidance or future security testing for systems). 











		



		Agree and record the DPIA outcomes



		· Agree risk owners and action owners

· Apply mitigation and reassess risk

· Record recommendations here













		



		Integrate the DPIA outcomes back into the project plan



		· Identify who is responsible for integrating the DPIA outcomes back into the project plan and updating any project management paperwork

· Identify who is responsible for implementing the solutions that have been approved

· Identify who the contact is for any privacy concerns which may arise in the future







		· Project plan with privacy actions included







		

Signoff by authorised officer:



Data Protection Officer/Senior Information Risk Owner/Caldicott Guardian



Name:



Role:



Signature:



Date:







[bookmark: _Toc509385748]5. 	Linking the DPIA to Data Protection Legislation.



Answering these questions during the DPIA process will help you to identify where there is a risk that the project will fail to comply with the Data Protection Legislation and other relevant legislation, for example the Human Rights Act and the Common Law Duty of Confidentiality.



Principle 1 (a), from the GDPR Article 5 - Lawfulness, fairness and transparency

Previous DPA98 Principle 1 - Personal data shall be processed fairly and lawfully



· Have you identified the purpose of the project?

· What is the legal basis for processing?

· How will individuals be told about the use of their personal data?

· Do you need to amend your privacy notices?

· If you are relying on consent to process personal data, how will this be collected and what will you do if it is withheld or withdrawn?



If your organisation is subject to the Human Rights Act, you also need to consider:

· Will your actions interfere with the right to privacy under Article 8?

· Have you identified the social need and aims of the project?

· Are your actions a proportionate response to the social need?



If your organisation is subject to the Common Law Duty of Confidentiality, you also need to consider:

· Will the information be given under a Duty of Confidentiality?



Principle 1 (b) from the GDPR Article 5 - Purpose limitation

Previous DPA98 Principle 2 - obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes.



· Does your project plan cover all of the purposes for processing personal data?

· Have potential new purposes been identified as the scope of the project expands?



Principle 1 (c) from the GDPR Article 5 – Data minimisation

Previous DPA98 Principle 3 - Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed.



· Is the information you are using of good enough quality for the purposes it is used for?

· Which personal data could you not use, without compromising the needs of the project?



Principle 1 (d) from the GDPR Article 5 - Accuracy

Previous DPA98 Principle 4 - Personal data shall be accurate and, where necessary, kept up to date.



· If you are procuring new software does it allow you to amend data when necessary?

· How are you ensuring that personal data obtained from individuals or other organisations is accurate?

· How will you maintain accuracy over time?



Principle 1 (e) from the GDPR Article 5 - Storage Limitation

Previous DPA98 Principle 5 - not be kept for longer than necessary for that purpose or those purposes.



· What retention periods are applicable for the personal data you will be processing?

· Are you procuring software which will allow you to delete information in line with your retention periods?

· Could you set the software to automatically delete information on its disposal date?



From the GDPR Articles 12 – 23 - Individual rights

Previous DPA98 Principle 6 - processed in accordance with the rights of data subjects 



· Do you need consent of the individual to process this information?

· How can you take account of objections to the processing?

· Will the systems you are putting in place allow you to respond to subject access requests more easily?

· Are you processing information of children aged 13-16?

· If the project involves marketing, have you got a process for individuals to opt IN to their information being used for that purpose?

· How do you consider and action requests to cease processing?

· How do you consider and action requests to delete an individual’s information?



Principle 1 (f) from the GDPR Article 5 – Integrity and Confidentiality

Previous DPA98 Principle 7 - Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of or damage to, personal data.



· Do the new systems provide adequate protection against the security risks you have identified?

· What training and instructions are necessary to ensure that all staff know how to operate a new system securely?

· If you are transferring data, how will this be done securely?

· How will you protect the data at rest?



From the GDPR Article 3 – Territorial Scope

Previous DPA98 Principle 8 - not transferred to a country or territory outside the European Economic Area (EEA) unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.



· Will the project require you to transfer data outside of the EEA?

· If you will be making transfers, how will you ensure that the data is adequately protected?



GP Practices – DPIA Template

Based on ICO guidance:  https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-by-design/8
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